Incident Response Plan
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Incident Response back in the days... true story
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The good guys are way behind and the
gap is exponentially growing
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What doe§ a cyber incident look like?
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What does a cyber incident look like?
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Why is it so hard ?

Unknown area, fear of the unknown
Intimidating figures

Loss of control

Multiple stakeholders

Real management pressure

Public interest

No planning at all



Consequences

« Mistakes

* Disorder & chaos

« Acceleration & amplification of the situation losses




So where do we start ?
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“Know your enemy and know yourself and you

- Who are your threat actors
- What are they after

(Sun Tzu)

can fight a hundred battles without disaster”

* Your capabilities

* Your environment

* Your tools

* Who should be part of an IR

process



Ransomware as a Service

),f'/@f Satan X-\'\\+ Jf'/@f Satan X-\'\ =+
S é- € i1 ers c S é- € O 2 res c

Satan Malwares Droppers Translate Account Maotices Messages e Satan Malwares

Droppers  Translate  Account  MNotices  Messages ()

Makmg a dropper Malwares Balance 000000000 B

Infe:
1. f the are. Withdraw

aid

Powershell

Ransom

param [ #! fusr/bin/python
[Farameter (Mandatory=$true} ] [stringl $source, import =ys, getopt, ntpath, os

[Parameter (| y=%true} ] [string]

[Parameter (Mandatory=ftrue} ] [=tring]fkey def xor(source, output, key): Multiplier

} contents = bytearray(open (source, "rb")

$contents=[3ystem I0.File]::ReadillBytes ($=zours = for i in range (len([contents}):

for ($i=0;%i -1t Scontents.count; §$i++){ for j
for ($3=0;%5 -1t $key.length;$i++}{

$content=[$i] = fcontent=[$i] -

in range (len(k E
contents[i] ord(key[
Multiplier
with open(ocutput, 'wb'} as cutput: {Days)
¥ output.write (contents) '8 4 som multiplier.
[System.I0.File]::WriteAllBytes [$output, $conte *

>

Motes are private, and used only to : of your victims.

powershell -ExecutionPolicy Bypass —File script’™ python script.py —s “source.exe® —o "output.exe '

m m >

Generate

Key

Captcha
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Ransomware as a Service
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Translation guidelines

1. All fields must be filled.
should be only copied and not translated.
The field "En 7 uld be filled with the name of the language you're translating {e.g Deutsch, Espari
4. The charach sed must be UTF-8 supported.
s allowed per day.

The translations are manually cheded and added once a day. Duplicates are ignored.

Languages already translated to:

English ¢/ Portugués / anwlme / Deutsch / ltalianc / Espaficl / Pycocrwl / Latwviski

English:

Your personal files hawve been encrypted. In order to decrypt them you'll hawve to pay %%RAN S5OCM

If the payment is not made until S2LIMITS:, the cost for the private key will increase to %RAN SOM_MULTIPLIEDS: BTC
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Ransomware as a Service

Plastic » One Month C&C Subscription Gold » One Year C&C Subscription
* 250kb Unique EXE - Combo Encrypter/Decrypter * 250kb Unique EXE - Combo Encrypter/Decrypter
* Compatible with Windows XP to Windows 10 « Compatible with Windows XP to Windows 10
* You receive 100% of the ransom paid by the victims « You receive 100% of the ransom paid by the victims
* Supports Delayed Start, Mutex, and Task Manager Disabler « Supports Delayed Start, Mutex, and Task Manager Disabler
* Ransomware still works if you don't continue your C&C subscription « Ransomware still works if you don't continue your C&C subscription
» Free support with active C&C subscription » Free support with active C&C subscription
Need 0.01306361 BTC Need 0.08709076 BTC
Bronze « Three Month C&C Subscription
Platinum  Three Year C&C Subscription [ $650 USD ]
* 250kb Unique EXE - Combo Encrypter/Decrypter

« Compatible with Windows XP to Windows 10

« You receive 100% of the ransom paid by the victims ¢ 250kb Unique EXE - Combo Encrypter/Decrypter

« Supports Delayed Start, Mutex, and Task Manager Disabler o Compatible with Windows XP to Windows 10
; s : .
« Ransomware still works if you don't continue your C&C subscription * You receive 100% of the ransom paid by the victims
« Free support with active C&C subscription » Supports Delayed Start, Mutex, and Task Manager Disabler

» Ransomware still works if you don't continue your C&C subscription
» Free support with active C&C subscription

Need 0.14152248 BTC

Need 0.03265903 BTC

Silver = Six Month C&C Subscription
« 250kb Unique EXE - Combo Encrypter/Decrypter Features
* Compatible with Windows XP to Windows 10
* You receive 100% of the ransom paid by the victims » Packages are compiled with your Bitcoin and Email addresses so you are paid directly by your
* Supports Delayed Start, Mutex, and Task Manager Disabler victim
* Ransomware still works if you don't continue your C&C subscription o Each package also supports Testnet mode, so you can test the ransomware in a virtual
* Free support with active C&C subscription machine before distribution
» Packages utilize advanced polymorphic techniques to avoid over 90% of popular antivirus
products °
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' %reate the plan
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Practice makes perfect
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Continuously improve
Validate the plan
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[
/>
¢ Re-assess based on strategic industry incident

y:

Re-assess\based or},.-t'ﬁe changing threat landsca
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gSEfati.
==

Finnc
’ Login ‘ Manager’s approval (SoD)
€ Credential to the Financial Sys. © Wire request sent
‘ Generate a new Wire ’ Wire transfer
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"AC/IDM

gSEfati.
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Users utilized emails for core processes

Offices closed
VPN access introduced new risks

Bank’s employees working remote
and ease their wire approval processes
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e
€ OWA € 'nternal approvals though emails
€© Wire request though email @ \Wire request sent

. Wire transfer
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]

51
é\? Credential Theft € \ire request email sent
’ Fraudulent Wire request though email, ’ Wire transfer
with fake approval processes text in

the email body
New York, USA | Tel Aviv, Israel | London, UK | +1 5646 68 5357 | www.holisticyber.com HOLISTI @YBER

DEFEND WHAT MATTERS




» Appropriate tools
* Excellent IR team

» Supporting proces,': s&p
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Preparations !
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Sometimes it's just not enough

| 68610tek69-HOW-TO-DECRYPT.txt - Notepad

File Edit Format View Help

[--=== Welcome. Again. ===---

[+] Whats Happen? [+]

. a X

? X
ok TR A encrypt- How to restore the computer

By the way, everything
[+] What guarantees? [-

Its just a business. Wi
To check the ability o
If you will not coopery

[+] How to get access |
You have two ways:

1) [Recommended] Using
a) Download and inst;
b) Open our website:

2) If TOR blocked in yi
a) Open your any broi
b) Open our secondar)

Warning: secondary web:!

When you open our webs:
Key:

91pIgHnjuBD2wxKv5VQL7T:
yjogTHsvHFTiC8XJoDvmPKI|
Z7VpeXXnD6ebGdXTkI3CCz
aavqDxho6A4TukRMXkVdat|
aFkZAAG4AV9zgFIrLsBv71W
mrFSZp@69SgajvAlvV2tnil
UZaVoxhMZjz0S2eWwWtBQN3|
M1Sc3IPue7ZABWOtNxfFqD!

<
s |

New York, USA | Tel Aviv, Israel | London, UK

INSTRUCTIONS CHAT SUPPORT ABOUT US

Okay, so i consulted with my bosses, and we managed to find
backups for a lot of our important files.

The only one left encrypted that's actually important for us, is
‘GL_Detailpostiong.M4T Ifeflvl.d490s88". That's the most important,
and the only file we need to decrypt. It's a 30MB file, and we aren't
willing to pay the whole price for it. It's a bit extreme to pay 150,000
USD for a 30MB file, don't you think ?

\We are however willing to pay a much lower price. What do you say
7 What's the best discount we can get for a 30MB file ?

~
c
]
o

there will be no discount for you

7 days ago

ype your d uestion here
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IR plan cannot be an isolated effort

 All security initiatives must work together to facilitate cyber resilience
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Thank you




Roles & Responsibilities

| | =
Legend: | 1 = = = L'
R — Responsible : E | g e T A E e g _ %
A — Accountable I = I = = 5 £ 8 = E z B
C - Consulted : g : o g 5 ) z g —a—
| — Infarmed I I = = 3 2 =
1 | =

Detection & Analysis

Report a suspected incident, such as a senvice | I I I 1 1 l 1 I I I I
disruption, a suspicious email. or an unusual : A : R : c : c : c : : - : - : - : = : = I
sl e i I I I I I I I I I I I |
| | | | | | | | | | | |
Open a help desk ticket I ' r R S T e e
| | | | | | | | | | | |
| | | | | | | | | | | |
| | | | | | | | | | | |
Gather answers to incident-related gquestions. : c : A : - : - : - : A : - : - : - : - : - I
1 | | | | 1 | | | | I |
Perform indicator of ise (1oC) search | l l l l l l l l l | |
orm indicator of compromise Searc _ _ _ _ _ .
(firewall, IDP, email gateway, SIEM, logs, etc.). : : c : R : R : c : A : : : : : :
I I I | | | | I I | 1 |
Determine what, if any, systems or devices 1 1 1 1 1 I 1 | | | I I
were compromised (e_g. end-user devices, : c : C : LIF : R : R : A : - : - : = : = : = :
servers, applications). 1 1 I 1 I I | | | | I I
| | | | | | | | | | | |
Assessthe impact to servers, applications, : _ : C : C : =) : C : A : _ : _ : _ : I : . :
storage, or other systems. 1 | I I I I I | | I I I
| | 1 | | 1 | 1 1 1 | |
| | | | | | | | | | | |
Determine the scope/breadth of theingident. |, - , © , € | R | © | A | - | - |+ - 1 1 -
[ I [ I [ [ I [ [ [ I |
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Table 3. Threat Escalation Protocol
Threat Escalation Protocol (TEP)

Scope
High Medium

Tier 1 Tier 1
Tier 1

Threat Escalation o
Protocol (TEP) Criteria Stakeholders

High impact, high scope » [End User

High impact, medium scope = Help Desk
Medium impact, high scope «  Cybersecurity*
= |T Operations
TEP Tier 1
= CISO

» |Legal, HR, Customer Service
=  Senior Management
= [External Third Parties

» High impact, low scope = [End User

*  Medium impact, medium scope * Help Desk

= Medium impact, low scope «  Cybersecurity*

* Lowimpact, high scope « |T Operations

« Low impact, medium scope . CISO

s Low impact, medium scope = End User
TEP Tier 3 = Low impact, low scope = Help Desk

*  Cybersecurity*
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